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 Technology discussed: 
• Real-time bidding 
• Third party ad-supporting cookies

 Increased regulatory attention
• European Regulatory Action
• CCPA
• CCPA Copycat Laws

 EU v. US law (GDPR and CCPA)



3

Online Advertising Basics 

 The two main parties: 
 Publishers = companies who operate something connected to the web that can 

deliver advertising (example: websites, apps)
 Advertisers = companies who want to advertise (example: Toyotathon 2019)

 “Direct buys” versus Real-Time Bidding (RTB) 
 Direct buy = Advertiser buys ad space directly from Publisher – no intermediaries 
 Real-Time Bidding (RTB) = Publisher puts ad space “up for action”, Advertisers from 

across the web bid in real-time for it – with help from third parties
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Online Advertising Basics Continued…

 Parties between Publisher & Advertisers in RTB
 Supply-Side Platforms (SSPs) = Companies that help Publishers coordinate their ad 

inventory and maximize the value they get from auctioning it (ex.: AppNexus) 
 Demand-Side Platforms (DSPs) = Companies that help Advertisers bid on ad inventory 

across the web and manage online campaign (ex.: Trade Desk) 
 Data Management Platforms (DMPs) = Companies that help companies manage data 

about individuals to target online campaigns (ex.: Oracle BlueKai, Adobe DMP) 
 Ad Exchanges = the platforms where ad inventory is “bid on” (ex.: Rubicon, Oath, 

DoubleClick)
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An RTB Auction - Metaphorically Speaking

 Ad Exchange = the auctioneer 
 Demand-Side Platform = the representatives in the room with paddles, 

ready to bid 
 Advertisers = the buyers sitting at home
 Publishers = the owner of the items up for sale
 Supply-Side Platform = the owner representative, attempting to coordinate 

sales of items across multiple auction houses 
 Data Management Platform = the advisor telling the buyers at home who is 

looking at the inventory and what they want
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Data Elements Shared in an RTB Auction 

Relevant documentation: OpenRTB, Google Authorized Buyers 

 Website being visited 
 ID codes (e.g. cookie IDs, DMP IDs, etc.) 
 Segmentation / demographic data 
 IP address
 Device data 
 GPS coordinates 
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European Union Law Considerations

1. Recent Enforcement 
2. Key EU Legal Issues
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EU Regulatory Attention 

 Germany: 
 Regulatory sweeps of (a) major Publishers’ websites and (b) enterprise Facebook 

users
 New regulatory guidelines on consent needed for cookies, online tracking, and the 

advertising they enable 

 France:
 Regulatory sweep of Demand-Side vendors (DSP, ad agencies) 
 € 50 million fine against Google for undisclosed data uses related to online advertising 
 New cookie rules issued, currently under public consultation 
 Online advertising is regulatory focus for 2020 
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EU Regulatory Attention Continued…

 Poland: 
 Regulatory action (with fine) for data skimming and data brokerage activities 

associated with marketing 
 Austria: 

 Regulatory action against Austrian Postal Service for Demand-Side activities
 Successful lawsuit against Austrian Postal Service for Demand-Side activities 

 UK: 
 “Behavioral Advertising Report” by UK privacy regulator – regulations forthcoming
 Regulatory investigations against major players in online advertising industry 
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Major EU Legal Issues 

 Deidentification/Anonymization
 Lawful Basis 
 Transparency/Notice and Fairness
 Consent 
 Sensitive Data 
 Data Security & Contractual Safeguards 
 Practical Contracting Issues – Controller/Processor 
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Deidentification/Anonymization

Traditional adtech position: 
No data we use is personal; it’s all de-identified

EU position: 
All data used in adtech is personal data / personal information 

 Not anonymous data, but only pseudonymous data 
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Lawful Basis

The EU rule: 
You must have a statutorily-enumerated basis to process personal data 

Traditional adtech position: 
The “legitimate business interests” of Publishers, Advertisers, and others in 
the adtech chain support RTB – no need for consent

Emerging EU position: 
We think online advertising is more invasive than when it started, and are 
thinking hard about requiring prior consent 
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Consent

Traditional adtech position: 
We can track users’ activity and play targeted advertising to them on an opt-
out (or at least soft-opt-in) basis

Emerging EU position: 
We are considering making online advertising an opt-in regime 
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Transparency/Notice Issues 

Traditional adtech position: 
As long as everyone in the industry puts up their own privacy notice on their 
own website, transparency and fairness duties are satisfied 

Emerging EU position: 
We are shading towards finding the scale of data collection and analytics that 
online advertising enables to be unfair.  Privacy notices do not appear to let 
individuals know what happens with their data at what scale, and who may 
receive it. 
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Sensitive Data 

Traditional adtech position:
We do not have any “sensitive” data, i.e. data revealing political opinions, 
sexual orientation, race, trade union membership, or the like.  Instead, we may 
only model or infer values about individuals as to what their opinions etc. may 
be. 

Emerging EU position: 
Modeling / inferring / deriving sensitive data elements via analytics is the 
same as processing sensitive data.  
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Data Security & Contractual Issues 

Traditional adtech position: 
We sign contracts with our immediate counterparties requiring them to keep 
data private and secure; that satisfies our obligation to make sure data we 
share is protected. 

Emerging EU position: 
Contracts do not travel through the entire ecosystem, but personal data does.  
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Practical Contracting Issues 

 Controller vs Processor 
 Compliance Risk Allocation 

 Notice Risk: Who determines what notices should be given?  Who determines where they 
should be displayed?  Who determines their content?  Who can require changes?

 Consent Risk: Who determines whether and when consent must be obtained?  Who 
determines their content of consent forms & how consent screens are displayed?  Who 
determines what consent records are stored?  Who can require changes?

 Lawful Basis Risk: Who is responsible for putting forth a lawful basis for data processing in the 
adtech ecosystem sufficient to satisfy regulators?  

 Risk of Changes to the Law: A new spin on an old risk – who can require changes to consumer-
facing privacy practices?



18

U.S. Law Considerations

Considered:

 Consent
 “Do Not Sell” and Opt-Out 

Requirements
 Cross-device tracking
 Notice
 Other Data Rights
 Non-discrimination
 Deidentification 
 App Platform Policing?

Not considered:

 Self-regulatory frameworks (e.g., NAI, 
DAA)
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Consent

 FTC: “affirmative express consent is appropriate when a company uses 
sensitive data for any marketing, whether first- or third-party.”

 FTC defines “sensitive” information as, “at a minimum, data about children, 
financial and health information, Social Security numbers, and certain 
geolocation data.”
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Consent

 CCPA: Consent required for “sale” of data

 Opt-out consent default
 Opt-in for Calif. residents < 16
 Ages 13, 14, and 15: consent from the child
 Ages < 13: parent or guardian
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Data Sale and Opt-Out Issues

 Data sale issues for 
 Publishers (third-party cookies (analytics, remarketing))
 Other players in ecosystem (advertisers, ad networks, CMP, data enrichments)

 Operationalizing right to opt out
 NAI opt-out? 
 EU-style cookie consent?
 Technical solution needed? 
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Definition of Personal Information – CCPA

“Personal information includes, but is not limited to, the following if it 
identifies, relates to, describes, is capable of being associated with, or could 
be reasonably linked, directly or indirectly, with a particular consumer or 
household: (A) Identifiers such as a real name, alias, postal address, unique 
personal identifier, online identifier, Internet Protocol address, email address, 
account name, social security number, driver’s license number, passport 
number, or other similar identifiers.”
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Definition of Personal Information – CCPA

“Unique identifier” or “Unique personal identifier” means a persistent 
identifier that can be used to recognize a consumer, a family, or a device that 
is linked to a consumer or family, over time and across different services, 
including, but not limited to, a device identifier; an Internet Protocol address; 
cookies, beacons, pixel tags, mobile ad identifiers, or similar technology; 
customer number, unique pseudonym, or user alias; telephone numbers, or 
other forms of persistent or probabilistic identifiers that can be used to 
identify a particular consumer or device. For purposes of this subdivision, 
“family” means a custodial parent or guardian and any minor children over 
which the parent or guardian has custody.
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 PI also includes “internet or other electronic network activity information, 
including, but not limited to, browsing history, search history, and 
information regarding a consumer’s interaction with an Internet Web site, 
application or advertisement”

Definition of Personal Information – CCPA
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Cross-device tracking

 FTC: Notice and choice 
recommended

 FTC: As with traditional forms of 
tracking, companies should offer 
consumers choices about how their 
cross-device activity is tracked.
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CCPA Notice

 Businesses must provide notice “at or before” point of collection to inform 
the Calif. resident

 In online context, naturally suggests online notice. But:
 What notice to give?
 Where to place?
 Non-control of collecting websites (everyone except publishers)?

 Onward sale notice? 
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CCPA Data Rights

Deletion
 Applicable exceptions

Access / portability requests
 “specific pieces of information”

 In a readily accessible format?
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CCPA Non-discrimination

 “A business shall not discriminate against a consumer because the consumer 
exercised any of the consumer’s rights under this title, including, but not limited 
to, by: 

A. Denying goods or services to the consumer
B. Charging different prices or rates for goods or services, including through the 

use of discounts or other benefits or imposing penalties
C. Providing a different level or quality of goods or services to the consumer
D. Suggesting that the consumer will receive a different price or rate for goods or 

services or a different level or quality of goods or services”

 But, prior to exercise of rights, may do (B) and (C) if “difference is reasonably 
related to value provided to the consumer by the consumer’s data.” 
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App Platforms Policing?
• 2.5.14 Apps must request explicit user consent and provide a clear visual 

and/or audible indication when recording, logging, or otherwise making a 
record of user activity. This includes any use of the device camera, 
microphone, screen recordings, or other user inputs.
• Apple Developer Terms (last downloaded Aug 11.)



30

Thank you!

Dan Felz
404-881-7694

daniel.felz@alston.com

Michael Young
404-881-4288

michael.young@alston.com


